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Abstract

Current Central Bank Digital Currency proposals from major economies share a common archi-
tectural assumption: that comprehensive transaction surveillance is necessary for financial stability
and crime prevention. This paper challenges that assumption by proposing an alternative archi-
tecture that achieves 87-95% of surveillance-based detection effectiveness while preserving com-
plete transactional privacy. Agent-based simulation demonstrates that the remaining performance
gap derives entirely from cross-wallet identity linking—a capability achievable through pseudony-
mous zero-knowledge techniques without surveillance infrastructure. Crucially, watchlist access
provides zero marginal detection improvement: the surveillance apparatus adds no value beyond
what pseudonymous linking achieves. The proposed framework operates through three mechanisms:
(1) anonymized pattern detection that analyzes transaction graph structure without accessing partic-
ipant identities, (2) transaction-level rather than identity-level intervention that freezes suspicious
transactions without affecting users’ broader financial access, and (3) opt-in deanonymization for
dispute resolution where users voluntarily provide explanations rather than facing automatic inves-
tigation.

The proposed framework inverts the burden of proof in financial surveillance. Rather than requir-
ing users to demonstrate legitimacy (the current AML paradigm), it requires the system to demon-
strate suspicion before any intervention occurs—and even then, intervention affects only the specific
flagged transaction. Users may abandon flagged transactions without deanonymization, with funds
returning to sender and no record created linking identity to suspicious patterns. This creates a
game-theoretic deterrent: illicit actors cannot complete transactions, but legitimate users experience
minimal friction.

We argue that privacy-preserving CBDC architecture is technically feasible using existing cryp-
tographic primitives (zero-knowledge proofs, secure multi-party computation, threshold cryptog-
raphy) and that the choice to implement surveillance infrastructure represents a policy decision
rather than technical necessity. The paper provides architectural specifications, addresses com-
mon objections, and proposes governance structures for privacy-preserving digital currency sys-
tems. This framework contributes to ongoing debates about CBDC design by demonstrating that the
surveillance—security trade-off is a false dichotomy.
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Research Context

This work forms part of the Adversarial Systems Research program, which investigates stability, align-
ment, and friction dynamics in complex systems where competing interests generate structural conflict.
The program examines how agents with divergent preferences interact within institutional constraints
across multiple domains: political governance, financial markets, human cognitive development, and
artificial intelligence alignment.

The unifying framework treats all these domains as adversarial environments where optimal out-
comes require balancing competing interests rather than eliminating conflict. In political systems, this
manifests as the tension between stakeholder consent and technocratic competence. In financial markets,
it appears as the conflict between regulatory stability and market innovation. The privacy-preserving
CBDC architecture presented here addresses the specific adversarial dynamic between state surveillance
capabilities and citizen financial autonomy.

This paper extends prior work on AML regulatory failures (Farzulla, 2025¢), which documented
how current frameworks disproportionately target primitive laundering methods while sophisticated ac-
tors exploit derivatives, hedging, and offshore structures with impunity. Where that analysis diagnosed
the problem—surveillance systems that impose friction on legitimate users while failing to detect so-
phisticated crime—this paper proposes a solution: architectural enforcement of privacy that achieves
superior crime detection through mechanism design rather than comprehensive monitoring.

The contribution lies in demonstrating that the apparent trade-off between privacy and security in
digital currency design is a false dichotomy. Privacy-preserving architecture can achieve equivalent or
superior crime detection by creating game-theoretic incentives that make illicit transactions structurally
impossible to complete, rather than attempting to identify and prosecute illicit actors after the fact.
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1 Introduction

1.1 The Surveillance Assumption in CBDC Design

Central Bank Digital Currency proposals from the European Central Bank, Federal Reserve, People’s
Bank of China, and Bank of England share a common architectural assumption: comprehensive trans-
action visibility is necessary for financial stability, monetary policy transmission, and crime prevention
(Bank for International Settlements, 2020; European Central Bank, 2020; Auer et al., 2021). Auer and
Bohme (2020) establish the foundational taxonomy for retail CBDC design—direct, indirect, and hybrid
architectures—and across all three categories, transaction visibility is treated as a default property rather
than a design variable. The comprehensive review by Auer et al. (2022) confirms this convergence: cen-
tral banks pursue CBDCs for monetary sovereignty, financial inclusion, and payment efficiency, yet the
privacy implications of each design choice receive comparatively shallow treatment. This assumption
treats surveillance as a feature rather than a cost, presenting the ability to monitor every transaction as
an unambiguous benefit for regulators and society.

The assumption is rarely examined critically. CBDC design documents discuss privacy in terms
of “appropriate balance” between user privacy and regulatory needs, implicitly accepting that these
exist in zero-sum tension (European Central Bank, 2020). Agur et al. (2022) provide the canonical
formal model of this trade-off, demonstrating that optimal CBDC design depends on the distribution
of privacy preferences across heterogeneous agents and on network externalities in payment adoption.
Their framework treats privacy as a welfare-relevant parameter rather than a binary constraint—yet even
this sophisticated treatment stops short of asking whether architectural privacy could render the trade-
off itself unnecessary. Privacy protections, where proposed, take the form of policy commitments (“data
will only be accessed with appropriate authorization”) rather than architectural guarantees (“the system
cannot provide identity information because it does not possess it”).

Demand-side evidence reinforces the urgency of this critique. Choi et al. (2025) conduct a nationally
representative survey experiment with over 3,500 participants and find that both the degree of privacy
protection and information provision about privacy benefits significantly increase willingness to adopt
CBDC—by up to 64% for privacy-sensitive purchases. Their results demonstrate that privacy is not
merely a normative desideratum but a revealed design requirement: without adequate privacy guarantees,
CBDC adoption may fail to achieve the scale necessary for monetary policy transmission.

This paper argues that the surveillance assumption reflects institutional preferences rather than tech-
nical necessity. Brunnermeier and Niepelt (2019) demonstrate that under certain conditions, public
and private money are equivalent in their macroeconomic effects—implying that the design of CBDC’s
surveillance properties is a separable policy decision rather than a structural requirement for financial
stability. Privacy-preserving CBDC architecture is feasible using cryptographic techniques developed
over the past four decades. The question is not whether such systems can be built, but whether there
exists political will to build them. The ECB has claimed that the digital euro will be “the most pri-
vate electronic payment option” (European Central Bank, 2024), yet the proposed architecture relies on
policy commitments (“data will only be accessed with appropriate authorization”) rather than structural
guarantees—a distinction this paper treats as fundamental.

1.2 The AML Paradox: Surveillance Without Detection

The case for surveillance in digital currency design typically rests on anti-money laundering require-
ments. Current AML frameworks, codified through Financial Action Task Force recommendations and
implemented globally, mandate that financial institutions identify customers, monitor transactions, and



report suspicious activity (Financial Action Task Force, 2012-2023).

Empirical evidence on AML effectiveness, however, reveals a troubling paradox. Despite estimated
annual compliance costs exceeding $300 billion globally, less than 1% of illicit financial flows are cur-
rently seized (Pol, 2020). The United Nations Office on Drugs and Crime estimates that 2—5% of global
GDP ($800 billion to $2 trillion) is laundered annually, with interdiction rates suggesting systemic fail-
ure rather than implementation challenges (United Nations Office on Drugs and Crime, 2011).

More critically, AML systems exhibit systematic enforcement asymmetry. Aggressive prosecution
targets primitive laundering methods—cash structuring, money mules, basic layering—while sophisti-
cated actors exploiting derivatives, offshore structures, and complex corporate arrangements face mini-
mal consequences (Farzulla, 2025c¢). The contrast between vigorous prosecution of money mules (often
coerced individuals transferring funds) and the $3.8 million fine imposed on Danske Bank after $200
billion in suspicious transactions illustrates this pattern (Lynch, 2022; Europol, 2021). Sophisticated
actors exploit the very financial instruments designed to manage legitimate risk—derivatives, hedging
structures, and cross-border investment vehicles—achieving regulatory invisibility through mechanisms
that appear as prudent risk management (Farzulla, 2025a).

This enforcement asymmetry is not accidental. Current AML frameworks were designed to detect
flows that look like crime (unusual cash movements) rather than flows that look like commerce (sovereign
bonds, property purchases, derivative contracts). A system optimized for one category fails systemati-
cally against the other (Kang, 2018).

The implication for CBDC design is significant: extending current surveillance approaches to digital
currency will replicate existing failures while creating new privacy costs. Comprehensive monitoring
will impose friction on legitimate users without meaningfully impacting sophisticated illicit actors who
can exploit the same complexity gaps that defeat current AML systems.

1.3 Research Contribution

This paper proposes an alternative CBDC architecture that addresses the fundamental design flaw in cur-
rent approaches: treating surveillance as a prerequisite for security rather than one possible mechanism
among many.

The proposed framework achieves crime detection through mechanism design rather than identity
monitoring. Its core innovations include:

1. Separation of pattern detection from identity: An Al-driven monitoring system analyzes trans-
action graph structure for anomalies without accessing participant identities. The system detects
what is suspicious, not who is suspicious.

2. Transaction-level intervention: Suspicious activity flags individual transactions rather than ac-
counts or identities. A flagged transaction is paused; the user’s broader financial access remains
unaffected.

3. Opt-in deanonymization: When a transaction is flagged, both parties receive anonymous notifi-
cation and may choose to provide explanation. Verification releases the transaction; non-response
results in transaction cancellation, not investigation.

4. Abandonment without consequence: Users may abandon flagged transactions without deanonymiza-
tion. Funds return to sender. No record is created linking identity to suspicious patterns.



This architecture inverts the burden of proof. Rather than requiring users to demonstrate legitimacy,
it requires the system to demonstrate suspicion—and even then, users retain the option to simply walk
away. The choice becomes: explain and proceed, or abandon and remain private.

Paradoxically, this framework may be more effective at preventing illicit finance than surveillance-
based alternatives. Laundering operations that cannot complete transactions are failed laundering opera-
tions. Unlike current systems where sophisticated actors “comply their way through” via documentation
theater, architectural enforcement creates barriers that cannot be circumvented through legal form.

1.4 Paper Structure

The paper proceeds as follows:

Section 2 reviews existing CBDC proposals and privacy-preserving payment literature, establishing
the current state of design thinking and identifying gaps.

Section 3 presents the core architectural framework, detailing the detection layer, intervention layer,
resolution layer, and identity firewall.

Section 4 analyzes game-theoretic properties of the abandonment mechanism and demonstrates why
it creates effective deterrence without requiring identity compromise.

Section 5 addresses technical implementation, including cryptographic requirements and feasibility
analysis.

Section 6 responds to anticipated objections and explores edge cases.

Section 7 proposes governance structures for privacy-preserving CBDC systems.

Section 8 concludes with policy implications and research directions.

2 Literature Review

2.1 CBDC Design Landscape

Central bank interest in digital currencies has accelerated dramatically since 2020. The 2024 BIS survey
confirms this trajectory: of 93 central banks surveyed, 91% are now exploring either retail CBDCs,
wholesale CBDCs, or both, with wholesale implementations advancing to more mature stages than retail
(Bank for International Settlements, 2024). A comprehensive review analyzing 135 research papers
published between 2018 and 2025 identifies privacy protection as a persistent design challenge across
proposals (Zhang et al., 2025). Major economy proposals reveal convergent design assumptions.

The European Central Bank’s digital euro project emphasizes “offline functionality, privacy, and
programmability” while maintaining that “appropriate checks” will ensure compliance with AML re-
quirements (European Central Bank, 2020, 2023). Privacy is framed as compatible with regulatory
oversight, with technical details delegated to implementation.

The Federal Reserve’s discussion papers similarly acknowledge privacy concerns while maintaining
that digital dollar design must accommodate “appropriate law enforcement access” (Board of Governors
of the Federal Reserve System, 2022). The unstated assumption is that privacy and surveillance exist on
a spectrum, with optimal design finding appropriate balance. Notably, event study evidence from cryp-
tocurrency markets suggests that regulatory announcements generate significant market reactions, with
infrastructure-level disruptions producing larger and more persistent effects than regulatory uncertainty
signals (Farzulla, 2025d). Aggregated systemic risk measurement across cryptocurrency markets further
reveals how contagion propagates through interconnected channels (Farzulla and Maksakov, 2025), un-
derscoring the importance of architectural choices in digital currency design for financial stability. The
growing interconnection between traditional and decentralized finance creates bidirectional contagion



pathways—what Aufiero et al. (2025) term ‘crosstagion’—that CBDC architectures must account for in
their stability design.

China’s digital yuan (e-CNY) represents the most advanced large-economy implementation. While
technical specifications remain partially opaque, available evidence indicates comprehensive transaction
visibility with “controllable anonymity”—a formulation that privileges control over anonymity (Auer
et al., 2021; Fan, 2020).

The Bank of England’s consultation papers explicitly frame privacy as “tiered,” with small trans-
actions potentially anonymous but larger transactions subject to full identification (Bank of England,
2023). This approach assumes that surveillance is necessary above some threshold and that the thresh-
old can be set appropriately.

These convergent assumptions have not gone unexamined in the legal and regulatory literature.
Soana and Arruda (2024) argue that as financial architecture shifts toward digital forms, the inherited
trade-off between privacy and traceability requires renegotiation rather than mechanical extension—
existing AML frameworks were designed for a world of intermediated paper trails, not programmable
money. Minto (2024) provides a detailed analysis of how the EU’s evolving AML regulatory framework
(AMLD4/5, AMLR 2024, MiCAR, PSD3) creates specific uncertainties for the digital euro’s offline
and online modes, demonstrating that the regulatory treatment of CBDC privacy remains contested even
within a single jurisdiction. Meanwhile, central bank pilot programmes have begun testing privacy ar-
chitectures in practice. Project Hamilton, a collaboration between the Federal Reserve Bank of Boston
and MIT, demonstrated a high-performance transaction processor capable of 1.7 million transactions
per second (Lovejoy et al., 2023)—establishing that CBDC infrastructure can achieve the throughput
necessary for national-scale deployment. Project Sela, conducted by the BIS Innovation Hub with the
Bank of Israel and the Hong Kong Monetary Authority, explored an “access enabler” model where
privacy is preserved through layered data obfuscation while settlement occurs on the central bank bal-
ance sheet (BIS Innovation Hub et al., 2023). Project Rosalind, a BIS—Bank of England collaboration,
prototyped 33 API functionalities for retail CBDC with personally identifiable information explicitly
excluded from the API and central bank ledger layers (BIS Innovation Hub and Bank of England, 2023).
These pilots demonstrate growing institutional recognition that privacy and settlement finality need not
be in tension—yet none has adopted privacy as a first-order architectural objective in the sense this paper
proposes.

Across proposals, privacy appears as a constraint to be managed rather than a design objective to
be achieved. Goodell et al. (2025) examine retail CBDC motivations and design choices across major
economies, identifying recurring mistakes in implementation—particularly the conflation of technical
privacy with policy privacy and the failure to treat architectural privacy as a first-order design objective
rather than an afterthought. Their analysis reinforces the observation that the possibility of architectural
privacy—systems that cannot perform surveillance because they lack the technical capability—receives
minimal attention. Whether stated design principles in official CBDC documentation will predict actual
implementation outcomes remains an open empirical question; evidence from cryptocurrency markets
suggests that whitepaper claims exhibit only moderate alignment with subsequent market behavior pat-
terns (Farzulla, 2025¢), cautioning against treating policy commitments as equivalent to architectural
guarantees.

2.2 Privacy-Preserving Payment Systems

The theoretical foundation for privacy-preserving digital payments predates current CBDC debates by
decades. David Chaum’s 1982 work on blind signatures demonstrated that digital payments could be



cryptographically structured to prevent linkage between payer identity and transaction (Chaum, 1982).
His eCash system, implemented at DigiCash in the 1990s, proved technical feasibility before commercial
failure due to adoption challenges unrelated to privacy architecture (Chaum, 1983).

Subsequent developments in zero-knowledge proof systems substantially expanded privacy-preserving
capabilities. Zcash demonstrated that transaction validity could be verified without revealing sender, re-
cipient, or amount through zk-SNARKSs (Ben-Sasson et al., 2014). While Zcash addresses different
requirements than CBDC (decentralized cryptocurrency vs. central bank liability), its cryptographic
primitives are directly applicable.

Academic literature on privacy-preserving CBDC specifically has grown substantially. Gross et al.
(2021) propose a “privacy-first” design using blind signatures for low-value transactions. Allen et al.
(2020) analyze privacy-utility trade-offs in digital currency design. Garratt et al. (2021) examine how
privacy affects monetary policy transmission.

The most directly relevant precedent for the architecture proposed in this paper is Chaum et al.
(2021), who present a concrete CBDC design co-authored by David Chaum—whose foundational blind
signature work this paper already acknowledges—together with the lead developer of the GNU Taler
payment system and Thomas Moser, then a member of the Swiss National Bank Governing Board.
Their proposal achieves payer anonymity while preserving payee transparency and regulatory compli-
ance, using Chaum’s blind signatures to ensure that the central bank cannot link withdrawals to deposits.
The GNU Taler system (Burdges et al., 2016) implements this design principle as a working payment
system, and subsequent work has extended it to support zero-knowledge age restriction and selective at-
tribute disclosure without compromising transaction privacy (Kesim et al., 2022). That Chaum himself,
in collaboration with a sitting central banker, concluded that privacy-preserving CBDC is both tech-
nically feasible and institutionally desirable substantially strengthens the case that surveillance-based
architecture reflects policy preference rather than technical necessity.

However, this literature predominantly accepts the surveillance—privacy trade-off framing. Privacy
protections are proposed as carve-outs for specific use cases (small transactions, offline payments) rather
than as default architecture. Even the Chaum—Grothoff-Moser design, while privacy-preserving at the
transaction level, does not address the broader question of whether AML detection can be achieved
through mechanism design rather than identity access. The possibility of achieving equivalent security
through alternative mechanisms receives limited attention.

Recent central bank research has begun exploring privacy-enhancing technologies more systemati-
cally. The Bank of Canada’s 2025 analysis examines zero-knowledge proofs, secure multi-party com-
putation, group signatures, and other cryptographic approaches, though it concludes that “techniques to
achieve cash-like privacy are immature” with potential hidden vulnerabilities (Bank of Canada, 2025).
The BIS Innovation Hub’s Project Tourbillon provides practical exploration of privacy-security trade-
offs in prototype implementations (BIS Innovation Hub, 2023). Notably, this central bank acknowl-
edgment that privacy-preserving technology remains immature occurs alongside the choice to proceed
with surveillance-based architectures—suggesting that immaturity serves as justification for surveillance
rather than motivation for further privacy-preserving research.

2.3 AML Effectiveness Literature

The empirical literature on AML effectiveness provides crucial context for CBDC design debates. Pol
(2020) characterizes the global AML regime as potentially “the world’s least effective policy experi-
ment,” noting the extraordinary gap between compliance costs and interdiction rates.



Levi (2020) documents how risk-based approaches, intended to focus resources on genuine threats,
instead enable sophisticated actors to present themselves as low-risk while primitive methods trigger
automatic scrutiny. The inverted risk hierarchy—sophisticated actors receiving less scrutiny than unso-
phisticated ones—represents a systematic failure mode rather than implementation error.

Findley et al. (2014) demonstrate through field experiments that incorporation service providers
frequently fail to verify beneficial ownership even when legal requirements mandate verification. Com-
pliance is formal rather than substantive.

Sharman (2017) shows how secrecy jurisdictions survive regulatory pressure through adaptive strate-
gies, maintaining opacity while achieving formal compliance with international standards.

The literature suggests that extending current AML approaches to CBDCs will replicate existing
failures. Systems designed to detect primitive laundering will remain ineffective against sophisticated
actors, while creating new privacy costs for legitimate users. Notably, privacy-preserving alternatives
to conventional AML are no longer purely theoretical. van Egmond et al. (2024) report on a de-
ployed MPC-based AML system developed with three Dutch banks—ABN AMRO, Rabobank, and
De Volksbank—that enables cross-institutional risk signal propagation without sharing customer data.
Their system demonstrates that secure multi-party computation can operationalise collaborative AML
detection at institutional scale, providing the strongest empirical evidence to date that privacy and effec-
tive financial crime detection are not in fundamental tension.

FATF’s 2024 assessment of virtual asset implementation reveals persistent gaps: 75% of assessed
jurisdictions remain only partially compliant or non-compliant with virtual asset standards, and over
half have not implemented the Travel Rule (Financial Action Task Force, 2024). Theoretical work
directly connecting money laundering dynamics to CBDC privacy design complicates the surveillance
narrative further. Chiu and Davoodalhosseini (2023) demonstrate through general equilibrium modeling
that while CBDC with less anonymity than cash decreases money laundering, high-anonymity CBDC
with low interest rates decreases output from both laundering and non-laundering agents—suggesting
that privacy design involves complex welfare trade-offs rather than simple surveillance optimization.

2.4 Gap in Current Literature

The existing literature contains a significant gap: limited analysis of CBDC architectures that achieve
security through mechanism design rather than surveillance. Privacy-preserving proposals focus on
protecting specific transaction categories while accepting surveillance for others. AML critiques identify
failures without proposing alternative detection approaches. A 2024 systematic review of CBDC privacy
literature confirms this gap, finding that existing research predominantly examines one-tier operational
models that pose “substantial privacy challenge due to potential mass surveillance” without adequately
exploring architectural alternatives (Okonkwo and Adesina, 2024).

This paper addresses the gap by developing an architectural framework where privacy is default and
security emerges from structural incentives rather than monitoring capabilities. The contribution lies not
in novel cryptographic techniques but in applying existing primitives to create a coherent alternative to
surveillance-based design.

3 Architectural Framework

3.1 Design Principles

The proposed architecture rests on four foundational principles:
Principle 1: Separation of pattern detection from identity. Transaction graph analysis can
identify structural anomalies—unusual network patterns, velocity anomalies, suspicious counterparty
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relationships—without knowing participant identities. The detection system processes anonymized
transaction data and outputs suspicion scores for specific transactions, never for users.

Principle 2: Transaction-level intervention. Suspicious activity affects the specific transaction
flagged, not the user’s broader financial access. A merchant receiving a suspicious payment experiences
a delay on that payment; their ability to receive other payments, make payments, or access existing
balances remains unaffected.

Principle 3: Opt-in deanonymization. Identity revelation is always voluntary. Users may choose to
explain flagged transactions, providing whatever information they consider appropriate. Alternatively,
they may abandon the transaction without explanation and without creating any record linking their
identity to the suspicious pattern.

Principle 4: Architectural enforcement. Privacy guarantees are structural, not policy. The system
cannot reveal identities because it does not possess the capability to link transactions to identities without
active user participation. This contrasts with policy promises (“we will only access data with appropriate
authorization”) that depend on institutional behavior.

3.2 Detection Layer

The Detection Layer performs transaction graph analysis without identity access. Its components in-
clude:

Transaction Graph Processor: Ingests anonymized transaction data including amounts, times-
tamps, and anonymized counterparty tokens. Maintains rolling graph of transaction relationships with-
out ability to deanonymize nodes.

Pattern Matching Engine: Compares transaction structures against known illicit typologies: rapid
movement patterns characteristic of layering, network structures associated with mule operations, ve-
locity anomalies suggesting structuring. Pattern libraries are publicly auditable.

Anomaly Detection System: Identifies novel suspicious structures not matching known typologies
using machine learning approaches. Training data consists of anonymized historical patterns labeled as
legitimate or suspicious by the Resolution Layer (see below), creating a feedback loop that improves
detection without requiring identity information.

Suspicion Scorer: Outputs suspicion scores for individual transactions. Scores above threshold
trigger intervention. Threshold parameters are publicly disclosed and subject to governance oversight.

Critically, the Detection Layer has no access to identity mapping. It processes transaction IDs and
anonymized counterparty tokens. It cannot determine that Transaction X involves User Y. Its output is:
“Transaction X has suspicion score Z,” never “User Y is suspicious.”

3.3 Intervention Layer

The Intervention Layer receives flagged transactions from the Detection Layer and implements inter-
vention protocols.

Transaction Freeze: Flagged transactions are paused pending resolution. Funds remain in escrow.
Neither sender nor recipient can access the specific transaction amount until resolution occurs.

Anonymous Notification: Both transaction parties receive notification that the transaction has been
flagged. Notifications are anonymous—delivered through the same channel as legitimate transaction
confirmations without additional identifying information.

Resolution Options: Parties are presented with options: (1) provide voluntary explanation, (2)
request additional time, (3) abandon transaction. No option requires identity disclosure to proceed.

Timeout Protocol: If neither party responds within the timeout period (configurable, e.g., 72 hours),
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the transaction is automatically cancelled. Funds return to sender. No record is created linking any
identity to the suspicious pattern.

The Intervention Layer, like the Detection Layer, lacks identity access. It processes transaction IDs
and can freeze or release transactions, but cannot determine who is involved in any transaction.

3.4 Resolution Layer

The Resolution Layer handles voluntary explanations and makes release decisions.

Explanation Receipt: When parties voluntarily provide explanation, the Resolution Layer receives:
(1) the explanation text, (2) any supporting documentation, (3) a cryptographic proof that the explainer
is a party to the transaction (without revealing which party or any other identity information).

Human Review: Trained reviewers evaluate explanations against the suspicion indicators that trig-
gered the flag. Reviewers see: explanation content, suspicion score rationale, transaction amount. Re-
viewers do not see: party identities (unless voluntarily disclosed in explanation), account histories, other
transactions.

Decision Output: Reviewers make binary decisions: release (transaction proceeds) or maintain
freeze (parties may provide additional explanation or abandon). Release decisions are logged for audit;
freeze decisions trigger notification with generic rationale.

Anonymized Feedback: Resolution decisions feed back to the Detection Layer’s training system.
Transactions released after explanation indicate false positives; abandoned transactions contribute to
suspicion pattern learning. All feedback is anonymized.

3.5 Identity Firewall

The Identity Firewall is the architectural component that makes privacy guarantees structural rather than
policy-dependent.

Cryptographic Separation: Transaction graph data and identity mapping are held by separate sys-
tems with no shared access. The Detection, Intervention, and Resolution Layers operate on the trans-
action graph. Identity mapping exists only in the Wallet Layer (user-facing application) and is never
transmitted to other components.

Zero-Knowledge Proofs: When users voluntarily explain transactions, they prove party status (“I
am authorized to speak about Transaction X”) without revealing identity (“I am User Y”). Only if users
explicitly choose to reveal identity does the Resolution Layer learn it.

No Backdoor Architecture: The system is designed such that state actors cannot compel identity
revelation for specific transactions without user cooperation. This is not a policy commitment but a
structural property: the components that perform analysis simply do not possess identity information.

Threshold Cryptography for Emergency Access: If governance structures determine that emer-
gency identity access is needed (e.g., court-ordered investigation), a threshold scheme requires multiple
independent parties to authorize decryption of identity mapping for specific transactions. This creates
accountability for access while making bulk surveillance technically impossible.

4 Game-Theoretic Analysis

Recent theoretical and empirical work supports the viability of privacy-preserving approaches to digital
currency design. Agur et al. (2022) show formally that CBDC adoption depends on network externalities
and the distribution of privacy preferences across agents—when a critical mass of privacy-sensitive users
exists, designs that fail to accommodate their preferences may never achieve the adoption threshold
necessary for monetary policy effectiveness. Tinn (2025) develops a formal model of digital currency

12



with asymmetric privacy, demonstrating that different privacy architectures produce distinct welfare
implications that cannot be captured by simple surveillance—security trade-off framings. Empirically,
Bijlsma et al. (2024) find through randomized survey experiments involving over 3,500 participants that
privacy features increase willingness to use CBDC by up to 60% for privacy-sensitive transactions—
suggesting that privacy preservation may enhance rather than undermine adoption and, by extension,
monetary policy transmission.

4.1 The Abandonment Mechanism

The abandonment mechanism is central to the framework’s deterrent properties. Understanding its
game-theoretic structure clarifies why privacy-preserving architecture can achieve security outcomes
equivalent or superior to surveillance.

Consider an actor attempting to launder funds through the CBDC system. They initiate a transaction
that is flagged by the Detection Layer. They face three options:

1. Explain and proceed: Provide explanation that satisfies the Resolution Layer. This requires pro-
ducing a legitimate narrative for the transaction. For truly illicit transactions, this may be difficult
or impossible; for sophisticated launderers, it requires effort and creates potential evidence.

2. Abandon silently: Cancel the transaction. Funds return to sender. No identity is linked to the
suspicious pattern. The laundering attempt fails, but no evidence is created.

3. Wait for timeout: Take no action. Transaction is automatically cancelled after timeout period.
Equivalent to option 2 with delay.

4.2 Deterrent Properties

The abandonment option creates a deterrent that does not require identity compromise:

Failed transactions are failed laundering. A laundering operation that cannot move money has
failed in its core objective. Unlike current AML systems where sophisticated actors “comply through”
by producing documentation, architectural friction creates barriers that cannot be circumvented through
legal form.

Volume deterrence. Laundering operations require moving substantial funds. If a significant frac-
tion of transactions are flagged and must be abandoned, the operation becomes economically nonviable
regardless of whether any individual is identified.

Pattern signal without prosecution. Abandoned transactions provide valuable data for the De-
tection Layer. While individual abandonments reveal no identity, aggregate patterns of abandonment
indicate detection system accuracy and can improve future detection. The system learns from illicit
actors’ behavior without needing to identify them.

No “comply through” option. Current AML systems can be defeated by producing appropriate
documentation—establishing legitimate-appearing corporate structures, maintaining plausible transac-
tion narratives, etc. The abandonment mechanism eliminates this strategy: either the transaction can be
legitimately explained (in which case it may actually be legitimate) or it cannot proceed.

4.3 Legitimate User Experience

For legitimate users, the framework creates minimal friction:
Low flag rates. Detection systems tuned for high-confidence anomalies will flag a small fraction of

legitimate transactions. The false positive rate is a tunable parameter subject to governance oversight.
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Easy resolution. Legitimate transactions have legitimate explanations. A flagged payment for a
large purchase can be explained by providing purchase documentation. A flagged transfer to a new
recipient can be explained as “I’m sending money to my friend.” The explanation need not be formally
verified; it need only be plausible.

Abandonment as protection. If a legitimate user prefers not to explain a transaction (e.g., for
personal privacy reasons), abandonment imposes no penalty beyond transaction failure. This may be
preferable to users who value privacy over transaction completion.

No account-level consequences. A flagged transaction does not affect the user’s broader financial
access. Their account is not frozen, investigated, or marked for enhanced scrutiny.

4.4 Comparative Advantage Over Surveillance

The framework offers advantages over surveillance-based approaches:

No false positive harm. In surveillance systems, false positives can result in account freezes, inves-
tigation, and reputational damage. The framework’s worst case for false positives is transaction delay
and possible abandonment—annoying but not harmful.

No mission creep. Surveillance infrastructure created for AML purposes can be repurposed for po-
litical surveillance, commercial exploitation, or other uses beyond original intent. Architectural privacy
prevents mission creep by eliminating the capability.

No data breach risk. Comprehensive transaction data linked to identities creates valuable targets
for theft. Data that doesn’t exist cannot be stolen.

Superior detection of sophisticated laundering. Current AML systems detect primitive laun-
dering (unusual cash patterns) while missing sophisticated laundering (complex corporate structures,
derivatives). The proposed system’s pattern detection focuses on transaction graph structure regardless
of legal form, potentially detecting sophisticated schemes that evade current monitoring.

4.5 Empirical Validation

Agent-based simulation comparing graph-only (privacy-preserving) and identity-aware (surveillance-
based) detection validates the framework’s effectiveness claims while revealing important nuances about
the privacy—security trade-off.

Methodology. We simulate a transaction network with 500 legitimate identities and 50 launderer
identities, each controlling 1-2 and 3—6 wallets respectively. Launderers attempt to blend in by mimick-
ing legitimate transaction patterns with minor structural differences (10% structuring behavior, slightly
elevated volumes). Detection models use random forest classifiers trained on graph topology features
(degree centrality, PageRank, clustering coefficient, betweenness, transaction volume and flow metrics)
for graph-only detection, with additional identity-linked features (wallet count per identity, aggregate
cross-wallet volume, watchlist status, prior suspicious activity reports) for identity-aware detection.

On Testing “Primitive” Laundering. A potential objection holds that testing against unsophisti-
cated laundering patterns weakens the findings. We argue the opposite: primitive laundering represents
the strongest possible test for surveillance value. If surveillance infrastructure cannot improve detection
of the simple patterns it was designed to catch—cash structuring, velocity anomalies, known bad ac-
tor flagging—it certainly cannot improve detection of sophisticated laundering that exploits derivatives,
shell companies, and complex corporate structures (Farzulla, 2025a). Testing against easy cases and
finding surveillance adds nothing is more damning than testing against hard cases.

Baseline Performance. Graph-only detection achieves 0.892 AUC at wallet level compared to
identity-aware’s 1.000 AUC. At identity level (aggregating wallet predictions), graph-only achieves
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0.981 AUC—a gap of less than 2%. The most important features for identity-aware detection are
num_wallets (0.34 importance) and aggregate volume metrics (0.52 combined)—all achievable through
pseudonymous linking without identity revelation.

Watchlist Impact. A follow-up experiment addresses the potential critique that random watchlist
assignment artificially diminishes watchlist value. We generate correlated watchlists where 80% of
launderers appear on the watchlist (realistic for known bad actors) while only 5% of legitimate users
appear (false positives). This achieves watchlist-label correlation of 0.89—a highly informative feature.

Results reveal a crucial asymmetry: watchlists substantially improve graph-only detection (0.87 —
0.99 AUC), but provide zero marginal improvement over pseudonymous identity linking (1.00 — 1.00
AUC). The surveillance infrastructure adds value only when cross-wallet linking is unavailable. When
linking is present—achievable through privacy-preserving techniques—watchlists become redundant.

Evasion Sensitivity. Graph-only detection degrades from 0.949 to 0.725 AUC as launderers spread
activity across 1-15 wallets (sybil attack). Identity-aware detection remains robust due to cross-wallet
aggregation. However, in KYC-constrained CBDC environments where creating multiple wallets re-
quires identity verification, sybil attacks become costly. When launderers are limited to 1-2 wallets
(same as legitimate users), graph-only achieves 94.9% AUC—a gap of under 2%.

Implications. These findings reframe the privacy—security trade-off. The value of identity-aware
detection comes entirely from knowing “these wallets belong to the same entity”’—achievable through
zero-knowledge constructions such as Zether (Biinz et al., 2020) or composable SNARKSs (Campanelli
et al., 2019)—rather than “this entity is John Smith on a sanctions watchlist.” Pseudonymous linking
captures the detection benefit without the privacy cost. Given that 2.96 million UK citizens recently pe-
titioned against digital identity infrastructure (Statewatch et al., 2025) and 41% of ECB CBDC consulta-
tion responses focused on privacy concerns (European Central Bank, 2021), any marginal improvement
from full surveillance is not worth the catastrophic loss of public trust.

5 Technical Implementation

5.1 Cryptographic Requirements

The proposed architecture relies on established cryptographic primitives:

Zero-Knowledge Proofs: Used for transaction validation (proving transaction validity without re-
vealing details) and party authentication (proving party status without revealing identity). zk-SNARKSs
or zk-STARKS provide efficient implementations. The Zcash implementation demonstrates production
viability of similar requirements (Ben-Sasson et al., 2014).

Secure Multi-Party Computation: Enables pattern detection across transaction data without any
single party accessing complete data. MPC protocols allow the Detection Layer to compute aggregate
statistics and pattern matches without any component seeing raw transaction details.

Threshold Cryptography: Emergency access to identity mapping (when authorized by governance
processes) requires threshold signatures from multiple independent parties. This prevents any single
actor from accessing identity data while preserving emergency capability.

Blind Signatures: Enable transaction authorization without linking authorization to identity. Cen-
tral bank signature on transaction tokens proves validity without revealing transaction details to the
central bank. Chaum et al. (2021) demonstrate a complete CBDC issuance protocol using blind signa-
tures that ensures the central bank cannot link withdrawals to subsequent spending, providing a concrete
instantiation of this primitive in a central banking context.

Ring Signatures: Allow parties to prove membership in transaction sets without revealing which
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specific party they are. Useful for anonymous explanation submission in the Resolution Layer.

5.2 Feasibility Assessment

Each required primitive has been demonstrated in production systems:

» Zero-knowledge proofs: Zcash processes approximately 500,000 shielded transactions per month
(Electric Coin Company, 2023).

e Secure multi-party computation: Deployed in privacy-preserving analytics systems including
Google’s Private Join and Compute (Google, 2019).

* Threshold cryptography: Used in production cryptocurrency custody solutions and distributed key
management (Gennaro and Goldfeder, 2018).

* Blind signatures: Originally proposed in 1982; implemented in multiple privacy-preserving sys-
tems (Chaum, 1982).

Performance remains a consideration. Current ZKP systems require significant computational over-
head compared to transparent transactions. However, proof generation can occur client-side (user de-
vices), distributing computational load. Verification is substantially faster than generation. Project
Hamilton, the Federal Reserve Bank of Boston and MIT collaboration, demonstrated that a CBDC trans-
action processor can achieve 1.7 million transactions per second with sub-second latency (Lovejoy et al.,
2023)—establishing that the underlying infrastructure can accommodate the additional computational
overhead of privacy-preserving primitives without falling below the throughput thresholds required for
national-scale deployment. For central bank deployment with adequate infrastructure, performance is
achievable.

A parallel ZKP-based compliance framework merits direct comparison. Decker (2025) propose a
zero-knowledge proof architecture for institutional KYC that reduces exposed user data by 97% while
achieving 96.7% fraud detection accuracy through Al-enhanced verification. Their detection rate ex-
ceeds our framework’s 87-95% range, but operates in a narrower context: point-of-entry KYC verifica-
tion for institutional compliance. Our architecture addresses a broader design space—transaction-level
intervention, anonymized pattern detection, and opt-in deanonymization—that extends privacy preser-
vation beyond the initial onboarding stage to the entire transaction lifecycle. The two approaches are
complementary: Decker’s framework could serve as the identity verification layer at account creation,
while our architecture governs ongoing transaction monitoring without identity exposure.

Recent implementations demonstrate continued progress toward practical viability. Seres et al.
(2024) present a Secure Element-based system for offline CBDC transactions that achieves latency
comparable to commercial payment systems while maintaining regulatory compliance capabilities. Ad-
vances in secure multi-party computation continue to reduce communication overhead, with recent pro-
tocols achieving linear communication complexity for threshold corruption scenarios that previously
required super-linear scaling (Escudero et al., 2024). A comprehensive review of zero-knowledge proof
developments notes that while challenges remain, “every major L1 and L2” blockchain platform is now
integrating ZKP infrastructure, creating a substantial engineering base for privacy-preserving financial
systems (R et al., 2025).

5.3 System Architecture

A complete system would include:
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Wallet Layer: User-facing application managing identity, generating proofs, and interfacing with
transaction layers. This is the only layer with access to user identity.

Transaction Layer: Processes anonymized transactions, maintains ledger, handles settlement. No
identity access.

Detection Layer: Analyzes transaction patterns for anomalies. No identity access.

Intervention Layer: Manages flagged transactions and resolution process. No identity access ex-
cept voluntary disclosure.

Governance Layer: Manages system parameters, threshold key shares, audit processes. Oversight
without operational access.

Each layer operates independently with defined interfaces. Compromise of any single layer does not

enable identity compromise without user cooperation or threshold key activation.

5.4 A Concrete PET AML Stack: PSI + Secure Risk Propagation + ZK Policy Proofs

This section instantiates the paper’s high-level claim into a concrete “privacy-enhancing AML (PET-
AML) stack” that can be implemented today: (i) private watchlist checking using Private Set Inter-
section (PSI) and/or VOPRF-based membership tests, (ii) secure risk propagation over pseudonymous
transaction graphs using secure computation, and (iii) transaction-time policy proofs in zero-knowledge
that make compliance verifiable without identity disclosure. These components align with the paper’s
layered architecture: the Wallet Layer performs screening and proof generation, the Transaction Layer
verifies proofs, the Detection Layer computes risk on pseudonyms, and the Governance Layer controls
exceptional identity exposure.

5.4.1 Threat model and trust assumptions

Parties. We assume (a) a wallet / PSP that performs KYC and issues an unlinkable credential to the
user, (b) a ledger operator (central bank or authorized operator) that validates transaction proofs and
maintains the settlement ledger, (c) a compliance authority (FIU/sanctions unit) that maintains watchlists
and publishes policy parameters, and (d) a governance quorum (e.g., ombuds + privacy regulator +
judiciary delegate) that holds threshold key shares for exceptional identity exposure.

Adversaries. We target (i) honest-but-curious infrastructure operators, (ii) malicious users attempt-
ing to launder funds while remaining unlinkable, and (iii) partial compromise/collusion of operational
entities. We avoid a single “super-admin” trust anchor: identity access requires threshold activation and
jurisdiction-dependent legal authorization.

Security objectives.

* Transaction privacy: the ledger validates payments and enforces limits without learning real-
world identity; routine analytics operate on pseudonyms.

» Watchlist privacy: the compliance authority learns nothing about non-matching users/transactions;
the ledger learns nothing about the watchlist and does not learn who is being screened.

» Enforceability: users cannot create valid transactions without satisfying policy constraints; false
negatives are bounded by watchlist correctness and credential issuance integrity.

* Due process: identity disclosure is auditable, rate-limited, and threshold-gated; there is no bulk
de-anonymization APIL
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5.4.2 Component design and interfaces

Table 1 summarizes the three stack elements and how they interact.

Table 1: PET-AML stack components and outputs.

Component Primitive Output to ledger / de- Primary privacy
tection layer guarantee

Private  watchlist VOPRF-based membership match bit and (option-  Server learns

check / PSI (unbalanced PSI vari- ally) a signed “screen- nothing about

ants support large watch- ing witness” bound to queries; non-

Secure risk propa-

lists) (Wood et al., 2023; an epoch matching clients
Wang et al., 2025) learn only “no-
match”

Secure computation over

risk scores / bands on

Watchlist-seeded

gation transaction graph features pseudonyms scoring with-
(HE/SS hybrid; MPC graph out revealing
frameworks) (Koti et al., which nodes were
2024; Yu et al., 2025) seeded

ZK policy proofs zk-SNARK/zk- Tpolicy  attached  to Ledger veri-
STARK/range proofs for transaction; verified at fies compliance

policy constraints (Groth,
2016; Gabizon et al., 2019;

admission

without learning
identity or sensi-

Ben-Sasson et al.,, 2018; tive attributes

El-Hajj and Roelink, 2024)

(1) Private watchlist checking (PSI/VOPREF).
preserving membership test: the wallet (or PSP, depending on the threat model) derives a stable identifier

We implement sanctions/PEP screening as a privacy-

x from KYC material (e.g., a salted hash of canonicalized identity attributes) and runs a PSI-style pro-
tocol against the watchlist set W. Modern unbalanced PSI is explicitly designed for the AML regime,
where the server holds a large set while each client query set is small (Wang et al., 2025). A complemen-
tary deployment is to use standardized verifiable OPRFs (VOPRFs) (Wood et al., 2023): the compliance
authority evaluates an oblivious PRF on x, and the wallet locally checks membership against a periodi-
cally published, PRF-transformed watchlist.

Interface. At epoch e, the wallet obtains a screening token 7, and computes m, € {0,1} locally
(match/no-match). When m, = 0, the wallet can include a compact witness (e.g., a signature from the
compliance authority over a commitment to x and e) in the transaction, proving that screening occurred
without revealing x. When m, = 1, policy triggers a dispute window in the Intervention Layer rather than
automatic identity leakage. This preserves due process and prevents “watchlist leakage” to the ledger
operator.

(2) Secure risk propagation on pseudonymous graphs. The Detection Layer benefits from graph-
structured signals (fan-in/fan-out motifs, bursty flows, multi-hop proximity to known bad actors) but
should not learn identities. We therefore treat identity as a sealed label and compute risk on pseudonyms.
The privacy challenge is that even which pseudonyms are seeded as “known bad” can be sensitive.
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This component draws direct validation from the deployed MPC-based AML system reported by van
Egmond et al. (2024), where three Dutch banks implemented secure risk signal propagation across
institutional boundaries without sharing customer identities. Their system demonstrates that the core
operation—computing risk scores over a multi-party graph without revealing which nodes triggered the
computation—is practically feasible at banking scale, not merely a theoretical construction.

We propose a two-tier design:

1. Cleartext structure, secret seeds. The transaction graph structure and non-identifying features
can remain available to the Detection Layer. Only the seed vector (e.g., watchlist-hit pseudonyms,
typology flags) is secret-shared/encrypted. Secure computation then evaluates a risk function
r < f(G,s) without revealing s.

2. Secure multi-domain propagation. For cross-PSP or cross-bank graphs, use secure graph ana-
lytics frameworks that reduce edge-proportional communication overhead. Recent work demon-
strates large improvements in secure iterative graph analysis, scaling to million-scale graphs under
semi-honest models (Koti et al., 2024; Yu et al., 2025).

Risk function. A practical choice is a damped k-step diffusion (personalized PageRank-style) or
motif-based scoring with bounded iterations. This keeps compute predictable, reduces the attack surface
of arbitrary model execution, and makes performance auditing tractable.

(3) ZK policy proofs at transaction admission. Transaction-time ZK proofs prevent a large class of
laundering strategies by making policy constraints verifiable on entry to the ledger:

* Balance correctness: prove sufficient funds and no double-spend.

e Tiered limits: prove amount and cumulative spend remain within per-tier caps (daily/weekly)
without revealing exact history (range and sum proofs).

* Credential validity: prove possession of a valid, unrevoked KYC credential with selective dis-
closure (e.g., prove “resident” or “over-18” without revealing full identity), optionally using
threshold-issued credentials such as Coconut (Sonnino et al., 2019).

* Screening performed: prove inclusion of a valid screening witness for epoch e, binding the trans-
action to a recent watchlist check.

Empirically, zk-SNARKSs offer very small proof sizes and fast verification (at the cost of trusted-
setup assumptions), while zk-STARKSs are transparent and post-quantum secure but typically incur larger
proofs (El-Hajj and Roelink, 2024). The design is modular: a jurisdiction can select a proof system on

the “succinctness vs. transparency’ frontier and upgrade over time as engineering capacity improves.
5.4.3 Performance envelope and deployment profile

The stack is meant to be deployable under realistic constraints. The following envelope is indicative, not
normative; concrete numbers depend on implementation details, hardware, and policy complexity.
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Table 2: Indicative performance envelope for the PET-AML stack (order-of-magnitude).

Operation Latency target Bandwidth / storage Notes
Watchlist check sub-second inter- ¢(KB) per check; Unbalanced PSI supports
(wallet — FIU) active; amortizable server stores |W| large |W| with modest
via epochs items client cost (Wang et al.,

2025)
Transaction ZK 10-500ms (desk- proof size: ¢(10%) Benchmarks vary with cir-
proof generation top); 100ms—fews bytes (SNARK) cuit; verification typically
(mobile) to ¢(10%) bytes milliseconds (El-Hajj and

(STARK) Roelink, 2024)

Secure risk propaga-
tion (batch)

seconds—minutes
batch (e.g.,
hourly/daily)

per

state proportional to
14
amortizes multiplica-

; preprocessing

tions

Secure graph frameworks
report million-scale feasi-
bility and large comms re-
ductions (Koti et al., 2024;
Yu et al., 2025)

Operational profile. To keep the user experience smooth, we recommend (a) performing PSI
screening at wallet “ready” time (onboarding and periodic re-screening), (b) generating ZK proofs at
transaction time using fixed, audited circuits with bounded complexity, and (c) running secure risk prop-
agation in batches unless a high-risk typology requires near-real-time scoring. The resulting system
preserves routine payment performance while retaining a credible privacy posture and an auditable,

threshold-gated pathway for exceptional disclosure.

5.4.4 Simulation validation

To validate the performance envelope described in Table 2, we implement a discrete-event simulation

of the PET-AML stack (pet_aml_sim.py).! The simulator models 1,000 wallets distributed across

four risk tiers (0-3), generates transactions with lognormal amount distributions, and exercises all three
stack components: PSI-based watchlist screening, ZK policy proof verification, and batch MPC risk

propagation.

Table 3 summarises the key metrics from a representative run.

I'Simulation source code is available in the paper’s repository at https://github.com/andrewmaksakov/CBDC.
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Table 3: PET-AML simulation results (40,000 transactions generated).

Metric

Value

Transactions generated
Transactions settled
Transactions rejected
Sanctions hits (PSI blocked)
Escalations

Latency mean
Latency p50
Latency p90
Latency p99

Latency breakdown

MPC batch runtime

Risk-tier distribution

40,000

25,287 (63.2%)
14,713 (36.8%)
82

0

537 ms
511 ms
768 ms
1,137 ms

PSI screening dom-
inates
0.38 hours

Tier 0: 40%, Tier 1:

30%, Tier2: 20%,
Tier3: 10%

Interpretation. The results validate the performance claims in Table 2: PSI watchlist checks com-
plete in sub-second time, ZK proof verification adds only milliseconds, and batch MPC risk propagation
is feasible within a sub-hour cycle. End-to-end transaction latency is dominated by the PSI screening
step, with mean latency of 537 ms and 99th-percentile latency of 1.14 s—well within the performance
envelope for retail CBDC payments.

The 36.8% rejection rate reflects the simulation’s tier-0 daily spending limits interacting with the
lognormal transaction amount distribution, not a system failure mode. Tier-0 wallets (40% of the pop-
ulation) have the lowest spending caps, and the heavy-tailed amount distribution frequently exceeds
these limits. In a deployed system, tier distribution would reflect actual KYC levels, and limits would
be calibrated to real-world spending patterns, yielding substantially lower rejection rates for compliant
users.

The 82 sanctions-blocked transactions confirm that PSI screening correctly intercepts watchlist-
matched wallets without revealing match status to the ledger operator. Zero escalations indicate that,
under normal operating conditions, the privacy-preserving stack handles compliance enforcement en-
tirely through architectural mechanisms without requiring identity disclosure.

6 Addressing Objections

6.1 “Criminals Will Just Abandon Transactions”

Correct. Criminals will abandon flagged transactions. This is the intended outcome.

A laundering operation that cannot complete transactions has failed. The goal of AML is not pros-
ecution of launderers but prevention of laundering. If the system prevents money movement, it has
succeeded regardless of whether anyone is identified.

Additionally, abandoned transactions create valuable signal. Patterns of abandonment indicate which
transaction types are associated with illicit activity. The Detection Layer learns from abandonments
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without requiring identity information.
The objection assumes that prosecution is the primary goal. If the goal is prevention, abandonment

1S success.

6.2 ““This Prevents Investigation of Serious Crime”

The framework does not prevent investigation; it prevents mass surveillance. Traditional investigative
methods remain available:

* Subpoenas can compel individuals to produce transaction records.
* Court orders can require wallet providers to produce identity information for specific users.

* Undercover operations can infiltrate criminal networks.

Threshold key activation can enable identity access for specific transactions when authorized by

governance processes.

What the framework prevents is bulk access—the ability to retrospectively search all transactions
for patterns associated with individuals. This capability is not necessary for targeted investigation and
creates surveillance risks that extend far beyond crime prevention.

The distinction between government and commercial surveillance matters here. Rennie and Steele
(2021) identify four distinct privacy “losses” that CBDC designs can impose—anonymity, liberty, indi-
vidual control, and regulatory control—arguing that each requires separate analysis rather than aggrega-
tion into a single “privacy” metric. As Tucker (2023) notes, referenced in the IMF’s 2024 policy frame-
work on CBDC data use, commercial entities cannot confiscate property or incarcerate individuals—
state surveillance capabilities differ qualitatively from private data collection (International Monetary
Fund, 2024). Legal scholars have argued that CBDC “should provide at least the same privacy-preserving
features as cash” with law enforcement access “strictly controlled by due process” (Golumbia et al.,
2024). The proposed framework implements this principle architecturally rather than through policy
commitment.

6.3 “States Will Never Adopt This”

This objection was more persuasive before July 2025. The U.S. Anti-CBDC Surveillance State Act
(H.R. 1919 / S.1124, 119th Congress), which passed the House of Representatives in 2025, explicitly
prohibits the Federal Reserve from issuing a CBDC that could be “used as a tool for surveilling Ameri-
cans” while protecting “open, permissionless, and private” digital currencies. Zatti (2025) analyses this
legislation as marking a paradigm shift from enabling to prohibiting CBDC—what he terms a transition
from “legal desirability” frameworks that evaluate how CBDCs should be designed to outright prohibi-
tion frameworks that reject surveillance architectures categorically. The U.S. legislative position does
not endorse the privacy-preserving architecture proposed here, but it does demonstrate that state oppo-
sition to surveillance CBDC has moved from civil society concern to enacted legislation. The political
space for privacy-preserving alternatives is wider than the objection assumes.

More broadly, the paper is normative (what CBDCs should be) rather than predictive (what CBDCs
will be). The purpose is to establish that privacy-preserving alternatives exist, foreclosing the argument
that surveillance is technically necessary. When policymakers claim that CBDC surveillance is required
for security, the existence of viable alternatives reveals this as a policy choice rather than technical
constraint.
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Additionally, state preferences are not monolithic. Smaller jurisdictions seeking to attract digi-
tal finance activity may find privacy-preserving architecture competitively advantageous. Civil society
pressure and democratic accountability may influence design choices in some contexts.

6.4 “High-Frequency Transactions Cannot Be Individually Reviewed”

Correct. The framework assumes that most transactions proceed without intervention. Only flagged
transactions require attention.

For algorithmic trading or high-frequency payment systems, detection thresholds can be calibrated
to flag only extreme anomalies. Alternatively, institutional accounts can be subject to different regimes
(accepting identity registration in exchange for reduced friction) without compromising retail privacy.

The framework’s scalability depends on flag rates. If 0.1% of transactions are flagged, a system
processing 1 million transactions per day generates 1,000 flags—manageable with automated triage and
human review for complex cases.

6.5 “Graph-Only Detection Is Measurably Worse”

Simulation evidence confirms a 5-13% AUC gap between graph-only and identity-aware detection under
realistic conditions. This objection deserves direct engagement rather than dismissal.

However, the comparison obscures the relevant policy question. First, the gap depends entirely on
launderers’ ability to spread activity across multiple wallets. In KYC-constrained CBDC environments—
the relevant deployment context—sybil attacks are costly. When launderers are limited to 1-2 wallets
(same as legitimate users), graph-only achieves 94.9% AUC, reducing the gap to under 2%.

Second, watchlist access—the core surveillance capability that justifies identity-linked monitoring—
provides zero detection improvement. The identity-aware advantage comes entirely from cross-wallet
linking, not surveillance databases. This is achievable through pseudonymous techniques.

Third, the comparison ignores countervailing costs. Public sentiment data reveals profound opposi-
tion to financial surveillance: 2.96 million UK citizens petitioned against digital identity infrastructure
(the fourth-largest petition in UK parliamentary history) (Statewatch et al., 2025); 41% of ECB CBDC
consultation responses focused on privacy concerns (European Central Bank, 2021); 73% of surveyed
public express concern about government control over fund access (Chen et al., 2025). Support for
digital identity drops from 57% to 38% after respondents learn about privacy implications (Ipsos UK,
2025).

The question is not “which system performs better in isolation?”” but “is 5—13% improved detection
worth mass financial surveillance given available alternatives?” When pseudonymous linking captures
nearly all the detection benefit, and when public trust is essential for CBDC adoption, the answer is
clearly no.

7 Governance Framework

7.1 Parameter Oversight

Privacy-preserving architecture does not mean ungoverned architecture. Key parameters require ongoing
governance:
Detection thresholds: How sensitive should anomaly detection be? Higher sensitivity catches more
illicit activity but generates more false positives. This is a policy decision requiring democratic input.
Timeout periods: How long should parties have to respond to flags? Longer periods accommodate
legitimate users; shorter periods reduce friction for illicit abandonment strategies.
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Pattern libraries: Which transaction patterns trigger flags? Pattern definitions should be publicly
auditable to enable scrutiny and prevent discriminatory targeting.

Threshold key holders: Who holds shares of emergency access keys? Distribution across indepen-
dent institutions prevents capture while maintaining emergency capability.

7.2 Audit and Transparency

Detection statistics: Aggregate statistics on flag rates, resolution outcomes, and abandonment patterns
should be publicly published. This enables assessment of system effectiveness without compromising
individual privacy.

Resolution review: Independent auditors should periodically review Resolution Layer decisions to
assess consistency and detect potential abuse.

Code audit: System source code should be publicly available for security review. Cryptographic
implementations should be formally verified where possible.

Threshold key usage: Any activation of emergency identity access should be publicly logged with
justification. Unauthorized access attempts should trigger alerts and investigation.

7.3 Democratic Accountability

Privacy-preserving CBDC represents a fundamental choice about the relationship between citizens and
state in financial matters. Keister and Sanches (2023) demonstrate through general equilibrium analysis
that CBDC design choices have non-trivial consequences for banking sector stability, deposit funding,
and credit allocation—the architectural properties of digital currency are not merely technical details but
determinants of macroeconomic structure. When design choices carry consequences of this magnitude,
they should be made through democratic processes, not technical default. The framework aligns with
stakes-weighted consent models of political legitimacy, where governance structures must demonstrate
alignment with stakeholder preferences proportional to the stakes involved (Farzulla, 2025b). CBDC
design imposes differential stakes across populations—financial privacy affects marginalized communi-
ties, political dissidents, and economically vulnerable individuals more acutely than it affects those with
institutional access—and governance structures should reflect this heterogeneity.

The EU’s evolving regulatory landscape illustrates both the complexity and the feasibility of legislat-
ing privacy requirements for digital currency. Minto (2024) documents how the digital euro’s proposed
offline mode creates particular challenges for AML compliance under the Anti-Money Laundering Reg-
ulation (AMLR 2024), MiCAR, and PSD3—challenges that could be substantially simplified by archi-
tectural privacy guarantees rather than layered regulatory exemptions. Governance structures should
include:

* Legislative authorization specifying privacy requirements

* Independent oversight body with authority to audit compliance
* Public reporting on system operation and governance decisions
* Mechanisms for citizen input on parameter adjustments

* Sunset clauses requiring periodic reauthorization

8 Conclusion
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8.1 Summary of Contributions

This paper has argued that the surveillance assumption underlying current CBDC proposals is a policy
choice rather than technical necessity. Privacy-preserving architecture is feasible using established cryp-
tographic primitives and can achieve equivalent or superior crime prevention through mechanism design
rather than identity monitoring.

The proposed framework contributes three innovations to CBDC design discourse:

Separation of pattern from identity: Demonstrating that transaction anomaly detection does not
require identity access, only transaction graph analysis.

Abandonment as deterrent: Showing that allowing users to abandon suspicious transactions with-
out consequence creates effective crime prevention by making illicit transactions impossible to complete,
without requiring identity compromise.

Architectural enforcement: Distinguishing between policy privacy (‘“we promise not to surveil”)
and structural privacy (“we cannot surveil because the capability does not exist”), and demonstrating
how to achieve the latter.

8.2 Policy Implications

The existence of privacy-preserving alternatives has immediate policy implications:

Claims that CBDC surveillance is necessary for security should be challenged. Alternative archi-
tectures exist. The question is not whether privacy is technically possible but whether it is politically
chosen.

CBDC design processes should explicitly consider privacy-preserving options. Public consultations
that present only surveillance-based designs foreclose democratic choice on fundamental questions.

International standards (FATF, BIS) should accommodate privacy-preserving architectures. Current
guidance assumes identity-linked monitoring; updated guidance should recognize alternative mecha-
nisms.

8.3 Limitations and Future Work

This paper has focused on conceptual architecture rather than complete technical specification. Imple-
mentation details—specific protocol designs, performance benchmarks, user interface considerations—
require further development.

The framework’s core assumption—that pattern detection can effectively identify illicit transactions
without identity information—has been validated through agent-based simulation (Section 4.5). Results
confirm that graph-only approaches achieve 87-95% of surveillance-based detection performance, with
the gap driven primarily by cross-wallet activity dilution rather than lack of surveillance data. More sig-
nificantly, watchlist access provides zero marginal improvement under the conditions tested, suggesting
that the surveillance apparatus justifying identity-linked monitoring adds limited detection value beyond
what pseudonymous linking achieves. Simulation code and detailed methodology are available at the
paper’s repository.

Several limitations merit acknowledgment. First, the simulation models relatively unsophisticated
laundering behavior; real-world sophisticated actors may exhibit different evasion patterns. Second,
the 500/50 legitimate/launderer ratio, while reasonable for simulation, may not reflect actual prevalence
rates. Third, graph topology features depend on network structure that may differ in deployed CBDC
systems.
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8.4 Implementation Challenges

Translating the proposed architecture into deployed systems raises technical challenges that future work
must address.

Private Graph Computation. The Detection Layer requires computing graph features (degree
centrality, PageRank, clustering coefficients) over transaction data without exposing individual trans-
actions. Secure multi-party computation and homomorphic encryption can theoretically enable such
computations, but practical implementations at CBDC throughput (potentially millions of transactions
per second) remain an open research problem. Trusted execution environments offer a pragmatic in-
termediate solution, though with weaker security guarantees. The architecture does not depend on any
specific implementation; rather, it specifies what must be computed privately, leaving how to evolving
cryptographic engineering.

The Sybil-Privacy Tradeoff. The architecture’s robustness to sybil attacks (launderers creating
many wallets) depends on limiting wallet creation. Two design points exist: (1) KYC-constrained sys-
tems where wallet creation requires identity verification, achieving strong sybil resistance but intro-
ducing identity touchpoints; or (2) resource-constrained systems using proof-of-work, staking, or rate-
limiting for wallet creation, preserving stronger privacy but with weaker sybil guarantees. This paper
has analyzed both scenarios (Section 4.5) but a deployed system must choose a position on this trade-
off. The key insight—that surveillance infrastructure adds minimal value given sybil constraints—holds
across both design points.

Pseudonymous Linking Protocols. Cross-wallet linking without identity revelation requires users
to prove “I control wallets A, B, and C” without revealing which user makes the claim. Ring signa-
tures, accumulator-based proofs, and composable SNARKSs (Campanelli et al., 2019) offer cryptographic
building blocks, but constructing a complete protocol that resists correlation attacks over time while en-
abling aggregate risk assessment requires careful design. The emerging literature on privacy-preserving
compliance (Biinz et al., 2020) and confidential transactions provides foundations, but CBDC-specific
instantiation remains future work.

Relation to Privacy-Enhancing Technologies for AML. A mature literature explores privacy-set
intersection for watchlist matching, homomorphic encryption for encrypted flow tracing, and federated
learning for collaborative detection without data sharing. These techniques are largely complementary to
the proposed architecture: they address how to implement privacy-preserving detection, while this paper
addresses whether such detection can achieve adequate effectiveness. Future work should integrate
specific PET protocols into the architectural framework and benchmark performance against traditional
approaches.

Interoperability with existing financial infrastructure and cross-border coordination mechanisms
present additional challenges not fully addressed here. Future work should examine how privacy-
preserving CBDC systems interact with traditional banking AML requirements and international reg-
ulatory frameworks.

8.5 Concluding Remarks

CBDCs will reshape monetary infrastructure for generations. The design decisions made now will
determine whether digital currency enables financial freedom or financial control.

The false dichotomy between privacy and security has obscured the range of available choices.
Privacy-preserving CBDC architecture is technically feasible and potentially more effective at crime pre-
vention than surveillance-based alternatives. The choice to build surveillance infrastructure is a choice,

not a necessity.
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This paper has attempted to expand the design space by demonstrating that alternatives exist. The
political choice remains with democratic societies—but it should be recognized as a choice, made de-
liberately and accountably, rather than accepted as technical inevitability.
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